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ABSTRACT

Alert management plays a critical role in many application
domains including homeland security and natural disaster
management, to allow timely and well-informed decisions. The
major challenge faced by these systems is that the number of
incoming alarms is overwhelming and some of the alarms are
false positives. In this paper, we present an alert management
system (AMS) that generates meaningful alerts from alarms
received from different sensors. The alert generation module of
our system (i) flags and eliminates potential false positives by
characterizing the region into uniformly behaving neighborhoods,
(ii) generates aggregated alerts from the alarms by employing
density based clustering techniques and identifying the overlap
among clusters, and (iii) identifies the dynamic flow of the alerts
by integrating scientific models that characterize the behavior of
sensor parameters. Once the alerts are generated our customized
dissemination module disperses the alerts on the need-to-know
basis to the individuals and agencies involved. This module
adheres to the National Incident Management System (NIMS) and
the National Response plan (NRP) protocols. To implement these
protocols, we utilize the Common Alerting Protocol (CAP), which
is an XML nonproprietary data interchange format. Finally, our
GISmodule displays the alerts through a user-friendly interface.

1. INTRODUCTION

Alert management plays a critical role in many application
domains including homeland security and natural disaster
management, to allow timely and well-informed decisions.
Currently alert management systems (e.g. [GO04, FP97, FP99,
PKO02]) are based on scoring of alarms and creating profiles for
identifying true alert vs. a false positive. However, in many cases
training data may not be available for identifying scores or
profiles. Since the response time is a critical factor in these
applications, a training based system is not a suitable solution.

The series of alarms received in a complex application
domain is composed of the raw messages received from multiple
sources and an alert is the processed and aggregated output
generated from these alarms. Typically the number of incoming
alarms is so overwhelming, it is essential to eliminate the false
positives from genuine alarms, and to aggregate the alarms with
specific characteristics to generate an alert. This way, it reduces
the clutter and help decision makers understand the situation
better so that they can make well informed decisions.
Furthermore, a decision maker would want to analyze the effect of
this alert by combining it with the situation at hand. For example,

the geographic region affected of an alert generated from a
radiological sensor may be better judged by integrating this
information with plume model. Our proposed alert management
system (AMS) for reducing false positives and generating
aggregated alerts from a series of alarms is motivated by the
concept of knowledge reformulation [M97, LOQ].

After generating the alerts, it is necessary to send only the
need-to-know information to the concerned individuals at
different agencies involved in the decision making process. Our
AMS includes a customized dissemination module to disperse the
alerts on the need-to-know basis, and a GIS module to display the
alerts through a user-friendly interface. In essence, our AMS
presents an approach to develop the tools required to aggregate
and disseminate these alarms.

In the following, we present a motivating scenario based on the
working of an Emergency operations center (EOC).

Motivating example: In the event of an emergency (natural or
man-made) the chaos at the epicenter of a disaster calls for
immediate and accurate communications between first responders
and emergency management organizations.  Regional
organizations are beginning to fill this niche by promoting efforts
to coordinate and manage information sharing (such as [L0O5]).
However, while strides have been made in this direction,
coordination between various agencies involved is lacking [J04].
Typically an emergency scenario requires the management of
multiple resources namely important infrastructure such as
bridges, tunnels, bus terminals, airports, and the data feeds from
multiple sources such as radiological, chemical and biological
sensors, as well as video surveillance cameras that may feed the
video feed in real time, and audio reporting devices. In the event
of an emergency the EOC would receive alarms sent by various
entities in this infrastructure such as officers in the field, alarms
generated from a number of standalone software components
residing at different agencies (such as the Police, Fire, Health
etc.), alarms generated by numerous sensors and so on. The
number of alarms thus becomes overwhelming and difficult to
interpret at the time of an emergency where quick reaction is
required based on the data feed. Therefore it becomes important
to integrate these numerous alarms into a smaller coherent set of
alerts. Moreover, once these alerts are generated, they should be
appropriately directed to the right people at the right time. Thus
an alert specifically related to the fire department for a specific
location should not be sent to the fire department another location
unless there is a need for specific collaboration between the
agencies and only if this information sharing is feasible under the



policies of each of the departments. This would prevent the field
officers from being overwhelmed by information.

As can be seen from the above scenario, the following three
different requirements emerge: 1) there is an overwhelming
number of alarms generated by different agencies, people and
sensors which often cause confusion, and would be difficult to
interpret when considered in this unfiltered, non-aggregated form.
2) There could be many false positives in this stream of alarms
and it is critical for high level decision making to determine the
true alerts vs. false positives, and 3) For the decision makers it
may be required to associate an alert with a dynamic flow of the
alert over a period of time, thus there is a need to integrate the
alerts with certain models to interpret and project the alert
scenario in a dynamic setting to help in making more informed
decisions.

To meet the above requirements, we undertake the following three
steps for the generation of aggregated alerts. 1) Eliminate false
positives from the stream of alarms, as much as possible, for this
we focus on alarms generated primarily from sensors 2) Generate
aggregated alerts from mutually related alarms for better
interpretation. This aggregation is based on the mutual
relationship of the attributes qualifying the alarms (such as
location, originating agency, content etc.) and 3) Generate a
dynamic flow alert to integrate the alarms with certain external
models to generate alerts for high level decision making, for
example plume models, traffic-flow models, etc.. The primary
difference between the aggregated alert and a dynamic flow alert
is that, the former is based on a past event, whereas the latter is
based on a future event. The current system modules have been
implemented however the evaluation in a real emergency
management setting has not been carried out due to various
constraints.

The rest of the paper is organized as follows. In section 2 we
describe the alert generation process. In section 3 we describe the
alert management system, in section 4 we describe the related
work and finally in section 5 we discuss the conclusions and
future work.

2. ALERT GENERATION

A series of alarms may be generated from a complex system
consisting of softwares, agencies, sensors etc. For the purpose of
this paper we consider all these sources as sensors generating
alarms, however this approach can be generalized to other types
of sources. The Alert generation for such a complex system would
involve the following steps 1) Alarm preprocessing: for the
identification of false positives in the streams of alarms. 2)
Aggregated Alert Generation: The series of alarms are interpreted
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Figure 1: Alert Generation

based on different relationships between the alarms, which will

lead to an aggregation of alarms into alerts. Aggregated alerts are
those alerts, which are identified based on clustering of alarms. If
a cluster of alarms has a significant number of alarms from a
single or multiple sources then this cluster may be termed an
aggregated alarm, secondly if there is a set of clusters in which no
one cluster has a significant number of alarms then we look for a
mutual overlap of the clusters and this overlap becomes the
aggregated alert. 3) Dynamic flow alert generation: The alert
generated will be integrated with a relevant model for generating
the dynamic flow of the alert based on some factors determined by
the external model. Here we identify based on the input of a
model the dynamic flow of an alert starting from a source and
flowing in a certain direction given the time lag and direction of
the flow of the alert. The alert generation process is shown in
figure 1.

We next describe the alert generation in detail. We first begin with
an understanding of alarms.

2.1 Alarms

Various entities involved in a system, such as agencies, different
software components, sensors etc., may generate alarms at any
given time. For this paper we primarily consider alarms generated
from different sensors. We first explain the characteristic of an
alarm.

Each alarm a; € A is associated with (i) a set of attributes t= {t;;,
ti, ....tim}, and (ii) a source s; such that each source itself may
have some associated features f = {f;, f,, ...,f;} and location
(Six:Siy) denoting its (x, y) coordinates.

The attributes associated with alarms may include
originating agency, timestamp of the alarm, and content of the
alarm itself such as information about some chemical detected by
the sensor or some information typed by a person. The source
attribute of the alarm essentially points to the coordinates for the
origin of the alarm. The source of the alarm is further qualified by
features for instance in case of a sensor the features may be the
presence of a chemical factory, a railway line, average
temperature at the sensor, agricultural production, the area
covered by water, number of importers located in the area, and so
on. The reason these features are an important part of the analysis
is because these features determine the behavior of the sensors
[AJAO4]. Similarly, these features may decide whether a sensor
may behave similar to other sensors in the region. We will utilize
the features associated with the source of the alarm and the
attributes of the alarm itself to determine alerts and their validity
in an emergency scenario.

2.2 Alarm Source Characterization

The alarms could be generated from a single source as a
series of bursts, or from multiple sources. To distinguish whether
these alarms are true alerts or due to a malfunction of a sensor, we
examine if the sensors in the similarly behaving region also are
generating any alarms. This helps us to reduce the false positives.
In the following, we first characterize similarly behaving regions
(or similarly behaving sensors), using the concept of
neighborhood.

We generate a micro neighborhood [AJAO4] around each
source based on the concept of Voronoi polygons. Using the
similarity among the attributes represented by semantic and spatial
relationships among them, we merge the micro neighborhoods to
form a larger region, called the macro neighborhood. We employ



the Jaccard coefficient to quantify the similarity. The goal of
constructing a macro neighborhood is to characterize a set of
sources. We briefly describe this characterization process in the
following steps:

1. Creation of micro neighborhoods:

For this we utilize the information provided with the source of the
alarms namely the coordinates and the features of the source of an
alarm. The features f = {f;, f,, ....f,}of each source s; are
transformed into categorical values (binary) to form a feature
vector 1= { f! 4, fl 5, ..., ¥ 3. For example, if a railway line is
present at the sensor location, its corresponding feature value is
set to 1, otherwise it is set to 0.
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Figure 2 : Formation of Micro Neighborhood

The micro neighborhood is constructed based on the concept
of VVoronoi tessellations [OBS00], where each source is allotted
its region of influence in terms of an intersecting half plane. The
formation of a micro neighborhood is illustrated in figure 2
adapted from [JAAO4]. To construct a Voronoi diagram, first two
sources are connected by a line segment, which is then bisected
into two half planes. The intersection of a series of such bisecting
lines generates a polygon around each source. As sources are
added, more half planes are formed, and the region of influence of
the source is formed by the intersection of the half planes. Each
Voronoi polygon is comprised of the entire proximity information
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Figure 3: Formation of Macro Neighborhoods

about a source in an explicit and computationally useful manner.
We adapt the definition of micro neighborhood and region of
dominance as follows [JAA04].

Definition 1 [Micro Neighborhood]: Given a set of sources
s={s;, Sp, ...,.5.}» a micro neighborhood m; is the polygon
bounded by a Voronoi polygon V(s;).

The micro neighborhood essentially represents the

dominance of a source over another source [OBS00]. Thus, a
feature located on one side of the bisector is closer to that half
plane than the other.
Definition 2 [Region of Dominance]: Given two sources s; and
s;, and their feature vectors ' and ', such that ' e ', and fl) e
', we define the dominance of s; over s; as follows: dominance(s;,
s;) iff d(Fl, si) < d(Fli.s)}, where d is a distance function.

Thus, a micro neighborhood is a bounded polygon m; around
each source s;, encompassing this knowledge of dominance for
each source.

2. Creation of Macro neighborhoods:

Given the micro neighborhoods generated above, we next describe
the creation of macro neighborhoods. Given that two micro
neighborhoods have a spatial relationship, namely topological
(adjacent, inside, disjoint, ..), direction (north, south, east, west,
north-east ...), or distance relationship [EKS97]. For our purposes
we focus on identifying the topological relationship of adjacency
between two sources. We next identify a semantic relationship
between the two. The semantic relationship is based on computing
a similarity between the feature vectors of the two sources. This
similarity can be computed using the Jaccard coefficient [KR90].
Semantic relationship is defined as follows.

Definition 3 [Semantic Relationship]: Given two micro
neighborhoods m; and m;, and the corresponding feature vectors f,
and fl;, the degree of the semantic relationship between m; and m;,
denoted by sm(m;, m; ) = JC(f;,f;), such that JC(f;,f;) > ¢ where ¢
is a threshold value for the level of similarity .

Based on the spatial and semantic relationship identified we create
a macro neighborhood.

Definition 4 [Macro Neighborhood]: Given two micro-
neighborhoods m;, and m;, we say that they are part of a macro
neighborhood M; if there exists a spatial relationship (m;, m;) and
semantic relationship (m;, m;) > ¢, where ¢ is a threshold for the
similarity between the feature vectors.

Thus the contour of the macro neighborhood is formed by
eliminating the common edge(s) between the adjacent micro
neighborhood polygons and considering only their outer edges.
The formation of a macro neighborhood is illustrated in figure 3
adapted from [JAAO4]. This essentially forms a baseline
characterization in a normal scenario. We next outline the steps of
the algorithm shown in figure 5 in section 2.6.

Given

a) A set sources associated with features:

Step 1: Generate Micro neighborhood around each source
Step 2: Generate Macro Neighborhoods

2.1) Iteratively, check for spatial and semantic relationships
between two micro neighborhoods m; and m;

2.2) If there exists a spatial and semantic relationship then m;
and is similar to m; and for Macro Neighborhood



2.3 Elimination of False Positives

Once the alarm occurs, the originating source can be compared to
other sources in the macro neighborhood to determine if this
sensor is generating false positives due to a malfunction or error,
or this is truly an alert.

In order to identify the false positives, we form the alarms
into clusters based on attributes associated with them. We adapt
the notion of density based clustering algorithm [EKSX96] and
define clusters of alarms:

Definition 5 [Clusters of Alarms]: Given a set of Alarms A={a,,
a,...,an}, Where each a; is qualified by a set of attributes t= {t;;,
tio, ....tim}, @ cluster ¢,={ a;, ..a, € A | for any alarm a, to any
other alarm &, , ed(aq , a;) < d from p such alarms}, where ed is the
euclidean distance between the two attribute vectors of the alarms,
d is a distance threshold and p is the number of alarms to which
this alarm is close in terms of distance.

Thus if an alarm is close to a certain number of points it
iteratively forms a cluster until the clustering converges. Here the
similarity in the attributes is captured using distance for numeric
alarms.

We assume the set of clusters is C. We next formally define a
false positive.

Definition 6 [False Positive]: Given a cluster ¢ comprising of a
set of alarms A= {a;y, aj», ...,aim}, Such that the source of each ay
€ Aliss;. Lets; e M,. We say that A is a set of false positives, fp,
(i) if JA| > o where o is a significance threshold and (ii) there does
not exist a cluster ¢! comprising of a set of alarms Al ={aj1, a2
...»8jo} such that the source of each 8 € each ay € Aliss; € M,
and |Al| < o.

Essentially, for each cluster we identify the set of sources
associated with each cluster. We next check if only one source in
a given Macro neighborhood is generating alarms in which case
this cluster is flagged as a possible false positive for further
investigation of the source. While the algorithm is depicted in
figure 5 in section 2.6, in the following, we outline the detailed
steps.

Given:

a) A set of alarms with their attributes and sources associated with
features

b) Threshold values for — the minimum number of clusters,
significance threshold for number of alarms in a cluster

¢) Macro Neighborhoods created in section 2.2

Step 1 : Generate clusters of alarms based on attributes. For each
cluster identify the set of sources associated with each cluster,
Cardinality of cluster which is the number of alarms in cluster

Step 2 : Check if only one source is generating alarms then flag
for further investigation of source

2.1) If cardinality of a cluster is greater than the significance
threshold

a) Check if all alarms in this cluster are from one source

a.1) Select the Macro Neighborhood associated with the
source in the cluster

a.2) For every source s in the Macro Neighborhood such
that this source is not equal to the source in the cluster

a.2.1) if the source s is in not in any other cluster it
implies that other sources in the macro neighborhood
are not generating alarms

a.2.2) Flag this cluster as possible false positives for
further investigation

2.4 Generation of Aggregated Alerts

After removing the clusters representing the false positive, among
the remaining clusters of alarms, two cases may occur: a) A
cluster comprises of a significant number of alarms but these
alarms do not belong to one single source in a macro
neighborhood and b) No single cluster has a significant number of
alarms. In the following we discuss how aggregated alerts can be
generated in each of these two scenarios. In case of the first
scenario, we will generate an aggregated alert if there is any
cluster which has alarms greater than a significance threshold,
whereas in case of the second scenario, we will identify the
overlap between the clusters to find mutually related alarms to
generate an aggregated alert. It is clear that higher the overlap
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more strongly related are the alarms.

We utilize entropy overlap [BEXO02] for identifying the
overlap of the clusters. Entropy essentially measures the quality of
the clustering in terms of how the elements in the cluster have
been allocated. We next define entropy overlap.

Definition 7 [Entropy Overlap]: Entropy overlap for a cluster c;,
is denoted by EO(c;) and is defined as the distribution of the
alarms of a cluster c; over all the remaining clusters.

EO(C)= X [-Ub; .In(1/b)]
aj € G

Here b is the number of attribute in the alarm. The attributes
may be the originating agency, temperature values, HAZMAT
description and so on. The entropy becomes 0 if all alarms a; of
C; contain one frequent attribute and as frequent attributes increase
the entropy increases. The lower the entropy the purer is the
structure of the clusters. Thus the aim of the clustering would be
to minimize the entropy and on the other hand to identify the
overlap one would need to identify the clusters with the highest
entropy. Essentially, this will allow eliminating the alarms that are
not mutually related, thereby leading to the filtering of the alarms.

Based on the above we define an aggregated alert.

Definition 8 [Aggregated alert] : Given a set of clusters of
alarms C= {c, Cy, ...,Cc}, an aggregated alert g is the cluster of
alarms c; if | ¢t | > o such that c; is distributed over sources s; e
M, ,where M, is a macro neighborhood, if | ¢t | < o an aggregated
alert g is the set of alarms in EO(cy).



Once an alert is generated we would also like to associate
sources with it. The set of sources of the alarms is the sources of
the alarms in the cluster or in the other case the sources of the
alarms in the overlap. These sources can be aggregated by
aggregating the feature vectors of all the sources thus generating a
composite feature vector of the source of the alert. We defer the
aggregation of sources for future research as it may involve
aggregation at a policy level as well in case of the sources being
agencies or other government or private entities.

We next outline the steps in the algorithm for generating
aggregated alerts, the algorithm is depicted in figure 5 in section
2.6.

Given:
a) Macro Neighborhoods created in section 2.2
b) Clusters generated in section 2.3

¢) Significance threshold for number of alarms in a cluster,
entropy threshold

Step 1: If cardinality of a cluster is greater than significance
threshold

1.1) Check if this cluster is not flagged as false positive
flag this cluster and raise ALERT
Step 2: If cardinality of a cluster is < significance threshold
2.1) Iteratively compute Entropy Overlap
2.2) If the entropy is greater than the entropy threshold
flag cluster overlap and raise ALERT

2.5 Generation of Dynamic Flow Alerts

Once we determine that we have a true alert, it may be useful to
determine a dynamic movement of the alert. Thus we not only
know that there is an alert but also identify the dynamic flow of
this alert. The dynamic flow can be based on several factors based
on the type of the alert. For instance if the alert is related to a
chemical plume then the dynamic flow will be determined by the
environmental factors affecting the flow of the plume, where as in
the case of water contamination alert the factors would be based
on the dynamics of the flow of the water. We consider the
dynamic flow by including time as a factor and generate the
dynamic flow alert by integrating an alert with the model.

Essentially a model T provides parameters as the set of
sources with the associated time lag values & between every pair
of sources in the movement of an alert and direction of flow
starting from source s. These parameters provide an explanation
of the dynamic nature of the environment. For instance the model
may provide two alerts A; corresponding to a sources s; and A,
corresponding to a sources s, Assume the model provides the
time lag between s; and s, as 8;,. Based on the parameters from
the model we next define the dynamic flow alert. The value 8 may
be a factor determined by a model for a certain type of alert. Thus
if there is a plume flow in a region, the plume model would
determine the time lag which can then be associated with the time
of the alert taking place and this can be seen as a flow in a
characterized region. In some cases the model may only reflect
the effect of scientific parameters, however there may be other
factors influencing the flow of the alert such as political,
demographic, agricultural, economic factors etc. Thus in order to
get a dynamic flow alert which reflects all such factors we also
consider the macro neighborhood which encompasses lot of these

features and can be easily adapted for multiple types of factors.
We next formally define a Dynamic flow alert.

Definition 9 [Dynamic Flow Alert]: Let T be a model
comprising of a parameter of a set of sources {s;, S, .. Sn} and the
time lag &; between every pair of sources s; and s;. Let s, be the
source of an aggregated alert. Every source s; such that ,; > 0 is a
dynamic flow alert DA, such that s, and s; € My where My is a
macro neighborhood

Algorithm 1 ALERT GENERATION

Require: Set of alarms A=ay.....a, where each alarm a; has attributes t;

tim

5; the source of each alarm a; where =; has attributes fi=fi1..... fi.
‘num threshold for minimum number of clusters

ire: o significance threshold for number of alarms in a cluster

v Entropy threshold

Require: Set of model parameters time lag d=4,.... by
Function genAlerts
{STEP 1A:preprocessing - identifying the baseline characterization}
for Every source s5; do

{Generate Microneighborhood around each source s, }
end for
for Every Microncighborhood m; do
for Every Microncighborhood mj such that i # j do
if m; spatially related to m; and m; semantically related to m; then
{m; is similar to m;}
{m; and m; characterized into MacroNeighborhood M;}
end if
end for
end for
{STEP 1B: Identifving false positives}
{Generate clusters o

larms based on attributes}

ssociated

{To check if only one source is generating alarm bursts then flag for further

{set of clusters C'=ey ¢ where each cluster e, has set of sourc

with each cluster s, = s,1,...,8,; where cardinality,= |alarm:

tion of source}
v cluster ¢ do
if cardinality,. = o then
if cardinality._. = 1 then
for every source z in MaeroNeighborhood such that z # s, do
if = ¢ 5; then

{where s; is the set of sources for all alarms }
{Flag cluster i as possible false positive}
else

{STEP 2A: Generate ALERT}
{flag cluster and raise ALERT}

{as there are other sources in the macro neighborhood which are
generating alarms then this big cluster becomes more significant }
end if
end for
end if

else
{STEP 2B: Generate ALERT}
for every cluster d such that ¢ # d do
{Compute entropy (e, d)}
if entropy = o then
{fag cluster overlap and raise ALERT'}
end if
end for
end if
end for
{STEP 3: Generate dynamic flow for the ALERT'}
{Given from the model § and direction of flow starting from source s4}
{Identify ALERT at source ss}
{Ldentify set of sources sy in flow direction}
for every source s, in MacroNeighborhood of 55 such that s, €55 and & at
Sy 15 4y, do
{ALERT e = ALERTrivE + 8}
end for

Figure 5: Alert Generation algorithm

Given
a) Macro Neighborhoods created in section 2.2

b) A set of aggregated alerts with sources associated with features
generated in section 2.4



¢) Input from an external model the time lag values associated
with a set of sources in a Micro Neighborhood, direction of flow

Step 1: Identify ALERT at source s, and Macro neighborhood of
the source My

Step 2: Identify set of sources Sy in flow direction present in My

2.1) ldentify for every source in s;in S¢,such that 8, > 0 append s,
to DA

Step 3: Flag the sources and raise dynamic alert DA

We outline the algorithm in figure 5 for alert generation
based on the above alert generation process.

3. DM-AMS SYSTEM

The Alert management system consists of two components (i) the
geospatial interface and (ii) the customization module. In the
following, we describe them in more detail.

3.1 GIS Interface

The alerts generated from the series of alarms are visualized on a
GIS interface and the relevant information for the alert is
displayed with it. It has been implemented using ARC IMS and
ARC VIEW [ARCO04] and Java. The prototype is available
through a web interface. Screen shots from the prototype system
can be seen in figures 6. The prototype consists of several GIS
layers, which can be activated using the panel to the upper right
corner of the screen. These layers include locations of different
types of sensors, agency jurisdictions, locations of strategic
resources such as fire hydrants, hospitals etc. Multiple layers can
be combined to provide an overlapping view of strategic
resources. Each layer is associated with geographic information in

the form of latitude and longitude as well as additional
information such as the monitoring parameters captured by the
sensor, feature information of the sensors, and the like. The
default initial active layer is the region. Layers generated from
various stages in neighborhood formation at various levels of
semantic relationships qualified by similarity across micro
neighborhoods can be included.

Each layer can be queried, using inbuilt geospatial tools, for
more information about each source. Thus, for a malfunctioning
sensor on clicking the query option one may be able to see the
sensor readings, location coordinates, feature information etc. A
script is run in the background, which initiates the identification of
the alert. This script sends an input to this interface to activate the
alert layer. In the figure 6 the red dot indicates the alert generated
by a sensor. Further, this can be modified to show the progression
of the alert based on the dynamic flow alert. The interface also
gives access to additional information about the alert including the
alert source, the sources of alarms to generate the aggregated alert,
and other relevant information.

3.2 Customization module

This module is responsible for disseminating the alerts to the right
individuals and agencies at the right time in the right format.
Essentially, this is to ensure not to flood all the agencies
connected to the AMS with all the generated alerts. For example
the information required by the police department is different than
the information required by the fire department. Moreover, when
disseminating the alerts, it adheres to the inter-organizational
sharing policies, the credentials possessed by individuals, the role
hierarchy relationships within an agency. For example, the
information required by the chief of the fire department is
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different from the information needed by the fireman.
Furthermore, the content and mode of the information need to be
customized based the recipient’s device. For example, the alert
information delivered would be different for a handheld device
versus a workstation. To accomplish this, we have adapted the
automatic manifestation approach developed in [AAABO1].
Therefore, the alert created on-the-fly is based on the role of the
recipient and his agency as can be described in the generic
publish/subscribe systems, as well as based on the recipient’s
device capabilities and profile .

For the underlying protocol in the customization module, we
adhere to the National Incident Management System (NIMS) and
the National Response plan (NRP) protocols. NIMS has been
developed and administered by the Department of Homeland
security to provide a consistent nationwide template to enable all
government, private sector, and nongovernmental organizations to
work together during domestic incidents. The National Response
Plan (NRP) focuses on prevention, preparedness, response and
recovery within the life cycle of an incident by establishing
incident monitoring and reporting protocols. One way to allow
different agency’s information systems to communicate is the
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Idefalt asp

Common Alerting Protocol (CAP). CAP is an XML
nonproprietary data interchange format that can simultaneously
transmit emergency alerts through different communication
networks. The Organization for the Advancement of Structured
Information Standards, an international standards body, has
adopted CAP as a standard.

Once the policy for manifesting the alerts is determined, the
alert format is presented using CAP that provides digital message
format for all types of alerts and notifications [CAPO03].

CAP defines the alert message structure which includes four main
segments, 1) <alert> segment, which provides the message
identifier, purpose, source and status. It may contain one or more
2) <info> segments, which describe the urgency, severity,
certainty, actions to be taken and related parameters of an
anticipated or actual event. Each <info> segment may include one
or more resource segments 3) <resource> segment provides
reference to additional information such as video, image, text or

<raml version="1.0" ;
- <alert smins="gltp://www.incident.com/cap/1.0">
>

<identifier=43b080713727</identifier>
<sender-ems@dhs.gov</sender>
<5ent>2005-01-02T14:39:01-05:00</sent >
zstatussActual</statuss
<mngype>AIert</mngype>
<sCOpERRE:

str\ctluns>f|redept</restrlct\0ns>

<cateqory>Securitys/categary>

<event>Homeland Security Advisory System Update</event:
<urgency>Immediate</urgency»

<severity>Severe</severitys

<certainty=Likely</certainty=

<senderbame=U.8, Government, Department of Homeland Security</senderiame:
<headline=Sensor genreated alerts</headline

<description>sensor generated alert indicates a terrorist attack.</descriptionz
<instruction=A High Condition is declared when there is a high risk of terrorist
attacks. In addition to the Protective Measures taken in the previous Threat
Conditions, Federal departments and agencies should consider agency specific
Protective Measures in accordance with their existing plans.</instruction=
<webzhttp://www.dhs.gov/dhspublic/display?theme=29</web>

LaLametar-HSAS = ORANGE</parameters
mCeDesc>Plume Modelling service</fireresourceDescs

<fireunzhttp:/ /cimic.rutgers.edu/~vandy/plume</fireurz
=<fireurizhttp:/ fcimic.rutgers.edu/~ahgomaa/videol.rm=/fireuri>
<firaurizhttp:/ fcimic.rutgers.edu/~ahgomaa/video2.rm</fireuri>

5 <pD|\CET’ESDUT’CE>

meelesc > Traffic Congestion service</policeresourceDesc>
<p0|\ceur\>http / fvviw buckeyetraffic.org/otis /roads /default.asp</policeuri=
zpoliceurizhttp:/ fwww buckeyetraffic.org fotis /roads fvideo3.rm</policeuri=
zpoliceurizhttp:/ fwww . buckeyetraffic.org/otis /roads /video4.rm</policeuri>
</poliEeresturces
werttDesc>Traffic Congestion service</healthresourceDescs
<healthurizhttp:/ /www.buckeyetraffic.org/otis /roads /default.asp</healthuri=
<healthresourceDesc:Plume Modelling service</healthresourceDescs
<healthurizhttp:/ /cimic.rutgers .edu/~vandy/plumeimage.jpg</healthuri=
</healthresources

Figure 8: General Alert file include all the resources
required by different agencies

audio file and one or more area segments 4) <area> segment
describes one or more geographic areas related to the <info>
segment.

The dissemination of the alert message is based on the
jurisdiction policies, agency policies and the role policies. Based
on the NIMS and NRP, certain protocols need to be followed in an
emergency scenario. A jurisdiction policy determines which
agencies should coordinate the emergency management based on
the alert magnitude and area. An agency policy determines the
access to certain components based on the access rights of the
agency. It is used to identify which information resources should
be accessed from an alert message by which individual. A role
policy determines which resources to be accessed based on the
role within an agency. These policies are specified using
XACML, a security language standard that specifies access
control over XML files [ XACMLO1]. We do not create separate
style sheets to present the XML information for each role in each
agency based on each device, instead the layout of the alert is
generated automatically to best convey the alert message to its
diverse recipients. We have generated XSL style sheets [XSLO03]
based on the approaches presented in [AAGAO03,GAAQ5].
XACML processor binds the policy with the alert and generates a
new alert based on the initiator of the request. For the customized
view implementation we have used a web interface using Java



<7uml version="1,0" ;
- <alert xmins="gtp:/ /www incident.com/cap /1.0
-

<identifier>43b080713727</identifiers
<sender-ems@dhs.gov</sender>
«5ent»2005-01-02T14:39:01-05:00=/sent
<statuszActuals/status:
«msgTypexAlert</msgTypes
<scope:Re iotod oo

gstrictions>firedept</restrictions

<categary>Security</categary

<avent-Homeland Security Advisory System Update</event:
<urgency>=Immediate</urgency=

<severity>Severe</severity>

zcertainty>Likely</certainty>

<senderiame=U.8. Government, Department of Homeland Security</senderiame:
<headline»Sensor genreated alerts</headine:

zdescription>sensor generated alert indicates a terrorist attack.</descriptionz
<instructionA High Condition is declared when there is a high risk of terrorist
attacks. In addition to the Protective Measures taken in theprevious Threat
Conditions, Federal departments and agencies should consider agency specific
Protective Measures in accordance with their existing plans.</instruction:
<wahzhttp:/ fwww.dhs gov/dhspublic/display 7theme =20</wah>

573 Mg HSAS=0RANGE < /paramaters

<resource
<resourcele¥e»Plume Modelling service</resourceDesc:
<urizhttp:/ /§imic.rutgers.edu/~vandy/plume</uri=
<urizhttp:/ /gimic.rutgers.edu/~ahgomaa/videol.rm</uriz
<urizhttp:/ fimic rutgers.edu/~ahgomaa/video2.rm</uriz

<arealesc=Ohio River at Dam 53 near Grand Chain, IL</areaDesc
<palygon>38.47,-120.14 38.34,-1109.05 38.52,-119.74 38.62,-119.89 38.47,
- 120.14</palygan:
<fareas
<finfos
<falerts

Figure 9: Customized Alert file include the resources
required by a specific agency

Servlets. The system input is an XML alert generated by the alert
generation module. The Alert is associated with location
coordinates to be presented on a map in a GIS interface, along
with the information to be presented to the Fire department, Police
Department and Health Department.

The general view of the alert in the integrated environment is
represented as shown in figure 6, whereas the customized view for
health agency is shown in figure 7. Figure 8 shows the complete
XML specification for the generalized view and figure 9 shows
the customized XML for a specific agency.

4. RELATED WORK

Alert management goes hand in hand with network event
management techniques (such as [HMPOQ2]. It deals with mining
of patterns from event datasets. [HMPO02] Consolidates the mining
of event bursts, periodic patterns and mutually dependent patterns,
which are proposed in [MHO1A, MHO1B]. Event bursts occur in
the event of a system failure or a virus attack. Mining event bursts
requires: Finding periods where event rates are higher than a
specified threshold and mining for patterns common in those
patterns. [MHO1B] Discusses mining periodic events or p-
patterns. To discover these p-patterns, which are repeated
occurrences, period lengths are computed and then temporal
associations are found between these time periods. Their approach
is to compute the event inter arrival times and then test to see if
the inter arrival counts exceed the normal expectation. However
in certain scenarios such as emergency management there may not

be temporal associations between events. Some events may have
completely different time stamps but may be related by some
parameters. [MHO1A] discusses mutually dependent patterns or
m-patterns, for mining events which occur together whenever they
occur, thus occurrence of one event is also an indication to the
occurrence of the other event. However there may be cases where
this type of a probabilistic relationship may not exist, but there
may be a more semantic relationship.

Alert Management systems primarily focus on screening
events, building profiles associated with events and send alerts
based upon the profiles and events [G04], it describes a common
framework for an alert management system. [FP99] deals with the
generation of alarms based on activity monitoring of events such
as cell phone transactions. It allocates diminished importance of
multiple alarms and quantifies the benefit of timely alarms.
However it is evident in emergency scenarios that multiple alarms
need to be handled carefully so as not to overlook important
situations. At the same a timely alarm may not have as much
significance unless it is semantically associated with other alarms.

[PKO2] describes an activity monitoring technique for
streaming data where the data is assumed to be coming from a
process that can be modeled using a linear model. However in an
emergency scenario this may not apply as the sources generating
the alarms may be different and even the alarms generated by the
same source may behave differently thus there may be no
relationship between the streaming data. The system may be
complex to be modeled in a linear model.

It can be seen in the various examples described that most
alert management systems are training based where they require
training data for creation of profiles and generating the scores for
the alerts. However in emergency management systems due to
several complexities such as distributed software components,
several agencies and a highly dynamic environment this type of a
framework may not apply. Primarily in such environments the
training data may not be available. Even if we assume that the
training data may be captured, some emergency scenarios may not
be reflected in the profiles or the scores, which may let actual
alerts slip by and generate high number of false positives.

5. CONCLUSION AND FUTURE WORK

In this paper we proposed an alert management system (AMS), for
reducing false positives and generating aggregated alerts from a
series of alarms. To accomplish this, we first flagged and
eliminated the false positives, then we generated aggregated
alerts from stream of alarms using clustering and identifying the
overlap among clusters, finally we identified dynamic flow alert.
Once the alerts are generated we dispersed the alerts on the need-
to-know basis using the customized dissemination module and
using a GIS module to display the alerts through a user-friendly
interface. For the customized dissemination of the alerts to the
right people in the right format we described the application of the
National Incident Management System (NIMS) and the National
Response plan (NRP) protocols. We implemented these protocols
using the Common Alerting Protocol (CAP), which is an XML
nonproprietary data interchange format.

The sources of the alerts can be further consolidated such that
if there are multiple agencies generating the alarms then the
source for the aggregated alert needs to be identified using
protocols and policies being followed. As part of our future work
we intend to address the issue of source consolidation of an alert.



This can also be extended to the aggregation of the alarms to
generate a semantic alert, which is a semantic representation of all
the alarms in the alert.

Further the customized view generation needs to address the
reconciliation of the protocols for dissemination of the alerts in a
scenario where multiple agencies at different levels of hierarchy
or from multiple states may be involved. Moreover, we propose to
generate customized views not only based on the policies and the
user 3Cs, but also based on the semantics of the alerts using
semantic ontologies.
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